Asia Pacific Chapter
High Technology Crime Investigation Association

Hacking Workshop
|. Defeating Spyware and Rootkits with
Behavior Based Techniques
II.  The Practice of Spyware Analysis

Introduction

The Asia Pacific Chapter of the HTCIA is proud to announce that we are bringing
another quality international training event to Hong Kong.

This is a rare opportunity to learn from two of the regions foremost “white hat
hackers” whom we are bringing to Hong Kong from Taiwan to share their cutting
edge knowledge on new unpublished hacking techniques and defences.

Nowadays sophisticated spyware is harder to deal with, and ‘rootkits’ are
becoming increasingly stealthy and intelligent. In this full day workshop, the
speakers will discuss and demonstrate the latest trends in spyware and rootkits,
including brand new infection and stealth tricks. In addition, they will present their
exclusive scanning technology based on spyware behavior analysis, and show
how to conduct forensic analysis of spyware and reversing engineering
techniques.

This is an advanced level workshop and would be best suited to those with a
strong technical background, although all participants are welcome.

Date:  Saturday 18™ November 2006

Time: 0900 — 1600 Hrs

Venue: Microsoft Office, Pacific Place Ill, 23/F conference room,
Admiralty, Hong Kong.

Cost: HK$300- (HTCIA Members)
HK$400- (HKCS, PISA & ISFS Members)
HK$600- (Non-members)

Speakers:

Jeremy (also known as Birdman) works for X-solve (X-solve.com). PK, prefers to
remain anonymous. Both speakers are flying in from Taiwan exclusively for this
workshop.

Both are frequent speakers at Hack-in-the-Box (HITB) conference in Taiwan. HITB is
the largest hacker conference in Taiwan & is a two day conference. Both are Malware
and Trojan experts, thus attendees can expect to see extremely technical concepts.



Workshop Details:

e The workshop will be primarily held in English. At the times when
Mandarin is used, this will be translated into English.

e The workshop will be conducted via presentation and live
demonstrations. Attendees are welcome to bring their own notebook
computers.

e All attendees will receive a certificate of attendance

Reqistration

Registration is on a first come first served basis. To secure seats, please fax
the registration form below to Fax: (852) 2200 4352. Priority will be given to
HTCIA and partner organisations (HKCS, PISA & ISFS).

Payment can be made either by cheque (Payable to HTCIA Asia Pacific
Chapter) or by cash on the day. Further information can be found on the HTCIA
website at http://www.htcia.org.hk

Fax To: (852) 2200 4352 From:

Attn: Mr. Frederick Chan (c/o Paul Jackson) Fax/Tel.

I would like to reserve place(s) for the HTCIA Asia Pacific Workshop
“Defeating Spyware and Rootkits with Behavior Based Techniques and The Practice of
Spyware Analysis” on Saturday 18™ November 2006.

Name(s)

| am a HTCIA member #

I am a member of a partner organization (Pls specify org and member #)

I will pay the amount HK$ by cash at the event / by cheque payable
to “HTCIA Asia Pacific Chapter” (delete as appropriate). Please post cheques to Mr.

Frederick Chan, Navigant Consulting Asia Ltd, Suite 4112A, Office Tower, Convention
Plaza, No 1 Harbour Road, Wanchai, Hong Kong. E-mail: fchan@navigantconsulting.com

(Signature) (Date)


http://www.htcia.org.hk/

